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The problem I want to think about in this paper concerns how recent terrorist attacks have impacted 

upon the institutional and interactional orders of counter-terrorism work. In this respect, they have 

functioned as signal crimes altering the ways that the prevalence and distribution of terrorist risks 

and threats are perceived and reacted to by the police and security agencies. Developing this line of 

thinking I want to suggest two key distinctive institutional reaction patterns can be discerned: 

 

 The legislative reflex refers to how politicians and policy makers have brought forward a 

succession of legal instruments as they seek to rapidly react to and close down the macabre 

innovations of violent Islamist terrorist groups. In certain key respects, much of this has 

involved ‘symbolic legislation. 

 Concurrently, but separately, the police and security agencies have been engaged in 

designing and delivering a more co-productive approach to counter-terrorism work. This 

involves police and communities: co-defining the problem; co-designing a response; and co-

delivering this. 

 

The argument that I want to develop is that the legislative reflex that has been induced by a series of 

terrorist incidents has resulted in an increasing accent and responsibility being placed upon public 

institutions and their duty to deliver the counter-terrorism effort. This increasing institutionalisation 

has been at the expense of, or cut across, moral and financial investment in a more ‘co-production’ 

oriented position, where the principal intent focuses upon building relations, trust and legitimacy 

with communities in order that they directly participate in the delivery of counter-terrorism 

interventions. 

 

The paper commences by briefly rehearsing the key components of a signal crime. This frames an 

analysis of the principal legislative and policy developments that have been triggered by terrorist 

attacks since the turn of the millennium. Having outlined the concept of there being a legislative 

reflex, the paper switches to a detailed case study of the co-productive response model and its 

components. The case study evidences some of the complex, subtle and sophisticated negotiations 

engaged by this approach to counter-terrorism work. 

 

CONCEPTUAL FRAME: SIGNAL CRIMES & THE LEGISLATIVE REFLEX 

 

Signal crimes change how we think, feel and act, altering perceptions of the distribution of risks and 

threats in the world. Sometimes, as with the assassinations and mass shootings in France recently, 

sending messages is the intention of performing the criminal act. The target selection by the 

attackers of the staff at the Charlie Hebdo magazine, and then taking and killing Jewish hostages, 

was deliberately designed to send messages to particular individuals and institutions.  
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Over the past ten years my research team and I have been engaged in a sustained programme of 

research investigating social reactions to different kinds of crime event and the ‘signals’ they send 

to different audiences. This work has been trying to determine how and why certain kinds of 

incidents and situations, generate fear and anxiety responses that ‘travel’ widely. And, by extension, 

how processes of social reaction to such events are managed and influenced by the authorities.1 

 

As part of this programme of work, we have been conducting an intensive case study of what 

happened in the aftermath of the murder of Lee Rigby in London in 2013. Understanding this 

incident as a signal crime that triggered concern amongst the general public and also across security 

institutions - owing to the macabre innovation of the killers in undertaking a brutally simple form of 

assault – our analysis has identified a number of key components to the overarching process of 

social reaction. There was: ‘spontaneous community mobilisation’ as ordinary people sought to 

engage in collective sense-making of what had actually happened and collective action ‘to do 

something’ to evidence their opposition; there was widespread use of social media platforms 

spreading rumours as attempts were made to follow up-dates in the story; and, there was also a 

rapid move to secondary conflicts as acts of criminal retaliation were committed against symbolic 

Muslim targets. 

 

Especially important interventions in the aftermath of many recent cases have been calls from 

senior figures within the security institutions and governments to provide the authorities with 

enhanced legal powers, especially for digital and online surveillance. This is part of a wider reaction 

pattern that we might label ‘the legislative reflex’. This term seeks to capture how, following a 

terrorist atrocity and the public concern it induces, politicians who need to be seen to be ‘doing 

something’, almost automatically reach for new laws as their principal response. The presence of 

this reflex is evidenced by the fact that since 9/11 in the UK we have seen:  

 The Anti-terrorism, Crime and Security Act 2001, which allowed for detention without trial 

(later overturned by the courts);  

 The Prevention of Terrorism Act 2005, introducing the “control order” (also overturned); 

  The Terrorism Act 2006, which extended the detention of suspects without charge from 14 

to 28 days;  

 The Terrorism Order 2006, enabling the Treasury to freeze the assets of suspects;  

 The Counter-Terrorism Act 2008, under which police were permitted to continue 

questioning suspects after charge;  

 The Terrorist Asset-Freezing Act 2010;  

 And the 2015 Counter-Terrorism and Security Bill which is introducing the ‘Prevent Duty’ 

for statutory agency responses, spanning health, education and councils  

 

These instruments are products of a fear of not being able to protect against possible future attacks 

that is being mobilised to justify new legislation to try and counter attempts to cause terror. In 

effect, public and political fear is being deployed to shape the reaction to terrorism, where reaching 

for new legislation has become part of the societal response to terrorist attacks.  

 

However, it increasingly appears that this approach is inadequate and we are dealing with a social 

problem that we cannot legislate ourselves out of. Indeed, a more nuanced and sophisticated 

approach to counter-terrorism policy development would probably look elsewhere for solutions. 

After all, in both the French cases and that of Drummer Rigby, it transpired that the perpetrators 

were well known to the authorities as presenting a risk. As such, rather than focusing upon trying to 

invent technological fixes through legislating for collecting more intelligence,  our research 

                                                 
1 Published as Innes, M. (2014) Signal Crimes: Social Reactions to Crime, Disorder and Control. Oxford: Oxford 

University Press. 
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suggests that fundamentally there are three inter-linked ‘wicked problems’ that a more effective 

policy response to issues of radicalisation and ‘home grown extremism’ has to focus upon 

resolving.  

 

The first of these has been rehearsed above and concerns the ability of the politics of counter-

terrorism to resist the allure of introducing new security measures that might corrode levels of 

integration and cohesion. Over-reaction to terrorist provocations can be as harmful over the longer-

term, as the initial act itself. This connects to the second wicked problem and the tension between 

the tactical and strategic response to countering violent extremists. The police and security services 

focus upon stopping violent acts and in the process they often engage with individuals whose ideas 

are not coherent with liberal democratic traditions, on the grounds that these individuals are often 

most effective in communicating with individuals vulnerable to radicalisation. But this does not 

reduce the longer term influence of these radical ideas. 

 

Thirdly, there is the issue of what to do about the non-violent extremists who do not engage in 

violence directly, but whose ideas and rhetoric influence others to do so, and create a ‘mood music’ 

of ideas, values and beliefs that presents violence as a permissible means to an end. In the wake of 

the killings in France, there has been a widespread call across Europe to protect the right to freedom 

of speech. However, this freedom will be used by those motivated to undertake mass killings. All 

plausible theories of radicalisation into violent extremism identify a pivotal role played by 'non -

violent extremists'. Currently, counter-terrorism policy and practice struggles with what to do with 

such individuals who steer and propagate the radicalisation of others by engaging in activity that is 

troublesome and unpleasant, but not necessarily illegal. 

 

One of the principal institutional effects of high profile signal crimes is to implant a political 

imperative to try and look at what can be done to predict, pre-empt and prevent similar atrocities in 

the future. However, it is increasingly clear that it is not going to be possible to prevent all such 

attacks. Consequently, developing a conceptually robust and evidenced understanding of how and 

why our collective processes of reaction occur in the ways they do, and the institutional effects that 

such assaults induce, seems vitally important if we are to collectively manage our reactions better 

when the next attack comes. 

 

What is intriguing in this respect is that through a number of case studies conducted with 

counter-terrorism police in different parts of the country we have collected evidence of what a more 

co-productive CT methodology might look like. To capture the key ingredients of such an approach 

I now want to discuss a case study of how police in South Wales worked with their local 

community to manufacture a co-productive response to the third kind of ‘wicked problem’ I noted 

above: individuals engaging in problematic but not necessarily illegal activity relating to 

radicalisation. 

 

A CASE STUDY OF THE CO-PRODUCTION OF COUNTER-TERRORISM POLICING 

 

On the evening of 19th January 2012, officers from South Wales Police and the Wales Extremism 

and Counter-Terrorism Unit entered the Canton Community Centre in Cardiff to disrupt a meeting 

being held by Al Ghurabaa. This group, closely allied with the organisation Muslims Against 

Crusades proscribed by the Home Secretary two months previously, had taken to holding private 

meetings in venues in the local area. Their public and private activities were starting to generate 

considerable concern amongst the local Muslim community.  

 

In part this reflected several recent events, including the arrest in December 2010 of five men from 

Cardiff for their part in an alleged plot to blow up the London Stock Exchange, and then when 2 
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local men were traced to Kenya trying to join a terrorist group. Set against this backdrop, the 

increasing public visibility of some of the key actors involved with the Al Ghurabaa group and their 

seeming ability to act with impunity were proving troubling. These community concerns had been 

relayed to the police at a senior level through well-established channels of engagement. 

 

The police action in Canton was therefore designed to overtly disrupt the group with the aim of 

sending a message both to those allied to Al Ghurabaa and the wider community. The formal aims 

set out in the operational order were to: 

 

 Engage in overt disruption; 

 Dismantle the Al Ghurabaa infrastructure; 

 Divert individuals from radicalization; 

 Respond to legitimate public concern. 

 

It was according to the ACPO Prevent Delivery Unit “…the first direct disruption of this kind to 

take place nationally.”2 

 

The police operation sought to combine ‘Pursue’ and ‘Prevent’ activities. Whilst the meeting was in 

progress officers interrupted proceedings and informed those present that the meeting was being 

stopped and that any further meetings were prohibited from taking place on venues owned by 

Cardiff Council. One man, Mohammed Abdin, was arrested at the scene for attacking an officer and 

threatening to “cut your head off and machine gun the lot of you.” Several others who were known 

by police to be heavily involved in the group were given letters advising them formally that they 

were of interest to the police. Other attendees who, based upon priori intelligence, were not 

identified as being subjects of interest were offered a Counter Terrorism Prevent leaflet.  

 

The police infrastructure was also mobilised to monitor potential ‘displacement’ activity. This 

second phase of operational activity had several strands. It included Prevent activities with 

individuals who, as a result of the meeting, were newly identified as subjects of interest. Further 

disruption measures were instated against a number of Dawah stalls in the Cardiff area, about which 

the local community had expressed concerns. Visits were also performed by Prevent Engagement 

officers across the country to individuals who had been identified through intelligence as having an 

influence upon Al Ghuraaba’s activity in Wales. 

 

Subsequent to the operation police Prevent engagement officers worked with 26 individuals who 

were judged suitable for a Prevent intervention, a number of whom were assessed as requiring long-

term support. In the immediate aftermath of the raid, the police undertook a concerted 

communications campaign involving meetings with all of the local Imams, reassurance uniformed 

patrols in the local neighbourhoods and media outputs. The purpose being to explain and justify the 

intervention that they had performed and why, given that it was likely to be publicly contested by 

those subject to it. 

 

This was a relatively unremarkable counter-terrorism operation. In the current geo-political climate, 

similar policing actions are mounted every week across the United Kingdom. As Chief 

Superintendent Belinda Davies, BCU Commander for Cardiff and someone central to the planning 

and design of what happened, describes it “It was a relatively straight forward 35 minute policing 

operation.” What makes it interesting from the point of view of this report is how it exemplifies the 

ways that a deliberately designed process of strategic engagement with both key community 

members and public sector partners can inform what police do, and transform the community 

                                                 
2 ACPO Prevent Delivery Unit Update, 22, September 2012. 
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impacts their interventions have. 

 

The decision to take on a group engaging in non-violent extremist activities in an overt manner was 

obviously freighted with risk. If things had gone wrong in terms of the execution of the operation, 

then this could have caused reputational damage to the police in Cardiff and beyond. But the co-

productive methodology that was developed was important in de-risking this potential. 

 

Ongoing strategic engagement between the police and community was important in creating the 

momentum for the intervention in the first place, but also in terms of the consequence management 

activities that were performed. These were augmented by the strategic relationships between the 

police and their partners in Cardiff Council. This has been publicly acknowledged by a Detective 

Chief Inspector from the Welsh Extremism and Counter-Terrorism Unit: 

 

“The initial disruptive phase was instigated as a result of concerns from the local 

community, which is testament to the excellent relationship we have with them. The strong 

support from all of Cardiff’s Muslim communities was crucial in enabling us to take action 

against a very small number of individuals whose activities were of obvious concern.”3 

 

For the need to do something about extremist groups meeting on council property was something 

that was agreed by senior police and the Chief Executive of the Council. Indeed, the letter that was 

prepared and read out to the meeting attendees informing them that they could not continue with 

their current activities was jointly drafted by legal teams from both the police and council.  

 

Senior officers from the Council were also invited into the police command centre on the night of 

the intervention in order that they could directly observe the police action. Only a few individuals 

across the key agencies involved knew the details of what was going to happen prior to the 

operation starting. But the innovative aspect operationally was thinking about how strategic 

engagement activities would ‘kick in’ as soon as the operational phases had concluded. 

 

The methodology implemented in this respect divided key potential stakeholders into tiers. Those in 

‘Tier 1’ had complete knowledge because they were directly engaged in delivering the intervention. 

Tier 2 were key stakeholders who were informed about what had happened at the first opportunity 

that presented itself once operational activity was underway. Tier 3 were told next and so forth. The 

concept being a kind of ‘trickle down’ system where the ‘need to know’ principle was progressively 

widened. An important element of this was that the public communication ‘lines’ were carefully 

scripted for all levels of public interaction in advance. This stretched from the commentary to be 

offered by senior police and the Chief Executive, right down to a script for PCSOs engaging in 

reassurance patrols in the aftermath of the overtly counter-terrorist work.  

 

 Operationally one of the important aspects of how the action was designed was the seamless switch 

from ‘pursue’ to ‘prevent’ aspects of the CONTEST strategy. There was no lag allowed in terms of 

the ‘pick up’ mounted by local policing assets in recognition of the fact that overt counter-terrorist 

policing was relatively unusual and might cause public concern, but also because it was anticipated 

that those involved in the disrupted group would try to ‘spin’ events in the media. This turned out to 

be an accurate forecast. But because police had been transparent in how they had conducted the 

operation and had proactively and ‘assertively’ sought to communicate their messages around the 

activity, the ‘definition of the situation’ they were seeking to project prevailed with the vast 

majority of the public. The community impact assessment conducted by the police and the press and 

broadcast coverage of the event, suggest majority support for what they did and how.  

                                                 
3 P.4 ACPO Prevent Delivery Unit Update, 22, September 2012. 
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Co-production involves people from different organisations or standpoints working together to co-

define, co-design and co-deliver a response to a problematic or troublesome situation. What can be 

observed in the above case study is a counter-terrorism intervention co-produced, by police, 

partners and local publics. Importantly, the response manufactured was not reliant or dependent 

upon new legal powers or authority. Rather it pivoted around the innovative use of disruption. 

Disruptive interventions are becoming an increasingly important aspect of how counter-terrorism 

work is being undertaken. In part this reflects a way of trying to bridge the demand and supply 

problem that is being experienced in many agencies, inasmuch as the demand to monitor people 

who are classified as ‘subjects of interest’ outstrips available capacity to appropriately manage 

them. In such circumstances disrupting rather than prosecuting can be a useful approach, especially 

where it is not clear whether a formal sanction will be applied via legal proceedings.  

 

CONCLUSION 

 

This paper has set out three principal claims: 

 

1) The sequence of terrorist attacks experienced in recent years have functioned as signal 

crimes, inducing institutional effects in terms of how key counter-terrorism agencies think, 

feel and act in terms of terrorist risks and threats.  

2) A key part of which has been the instantiation of a ‘legislative reflex’ wherein, in the 

aftermath of high profile attacks, politicians feel almost duty bound to introduce new 

legislation to be seen to respond to the ‘new’ risk or threat now presenting. Notably, the new 

legal frameworks have increasingly accented the role and responsibility of public 

institutions in identifying and preventing terrorist risks. 

3) These legal manoeuvrings have drawn attention away from an alternative mode of response 

based upon a more co-production oriented approach, wherein police and allied agencies 

work at a grass roots community level to try and convince communities to engage in 

preventative and protective activities 

 

The signature quality of terrorist attacks is their design as communicative actions. They conform to 

the logics of a ‘signal crime’, where the performance of politically motivated violence is intended to 

send a message that will terrorise, polarise and mobilise sections of the public audience. This has 

direct consequences for framing an effective response, in that policy development and delivery on 

the ground must attend both to the instrumental and expressive dimensions of counter-terrorism 

work.4 Put another way, agencies involved in this domain of activity must have regard to the 

prevention and prosecution of terrorist actors and networks, and doing so in ways perceived as 

legitimate by the majority of citizens.5 

 

Counter-terrorism policy and practice is locked into an interactive development process with those 

it is set against, having to adapt and respond to the macabre innovations in attack methodologies 

that are brought forward. Understanding these sequences of contrapuntal maneouvres is important 

in terms of how they frame the work of counter-terrorism. For example, the change in policy accent 

in the UK Prevent Strategy, shifting from community groups to public institutions, associated with 

changes in political administration, has altered some of the key challenges for the security agencies. 

In the next few years these are likely to become even more sharply focused with the introduction of 

                                                 
4 Innes, M. and M. Levi (2012) ‘Terrorism and counter-terrorism’, in M. Maguire, R. Morgan and R. Reiner (eds.) The 

Oxford Handbook of Criminology (5th edn.). Oxford: Oxford University Press. 
5 Wilkinson, P. (2001) Terrorism Versus Democracy: The Liberal State Response. Frank Cass. 
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the statutory Prevent Duty being placed upon schools, the NHS and universities, each of which have 

very different security agendas.  

 

 

 


