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 The moral is to the physical as three is to one 

 –Napoleon Bonaparte  

 

Introduction 

The United States (US) finds itself in conflict with a wide variety of adversaries, many of whom 

challenge the core tenets of the American “Way of War.” That way of war emphasizes the black 

and white. One is either at war or not at war. War is a struggle of compulsion, between nations, to 

be fought on battlefields that only include cities and non-combatant populations when absolutely 

necessary. Victory in war is brought about by overwhelming conventional military force, even if 

no longer by massive superiorities in manpower and material. It is, to paraphrase a line from the 

movie “The Avengers,” about the application of a “boot” to an “ant.” Unfortunately for strategists, 

particularly since the end of the Cold War, the non-western world sees war quite differently, and 

far more holistically, to the point that America, in spite of retaining overwhelming power and 

capability, finds itself outmaneuvered on those fields of conflict, which are not kinetic. Key 

competitors, such as Russia and the Islamic State, have developed considerable expertise at exactly 

those types of efforts. 

There is further dispute over a critical area of operations, the information environment. 

Differing motivations for the use and dissemination of information, combined with the rise of 

technologies which have served to break down the traditional roles of the government, and media 

in doing so, have generated a situation where the US Government finds itself continually behind 

the curve in a conflict of rhetoric that in many ways eclipses the importance of kinetic conflicts 

that the US is very good at prosecuting. That conflict not only includes the time of war, but the 

period before, and, perhaps more important, after kinetic action has taken place. 

The gaps generated by these two issues lead to noteworthy losses of face, and actual failure 

for US policies around the world, a trend, which must be arrested. This article will discuss the 

nature of war and the primacy of the information environment in it. Historical cases will show the 

impact of technology on the information environment and the interplay between decision making 

styles and conflict in the realm of rhetoric. The role of framing and the narrative space, both in 

justifying America’s wars at home, and winning them abroad, will be examined. It is critical that 

military and government participants in the rhetorical struggle overcome the tyranny of their own 

bureaucratic methods in order to success in conflict with highly flexible, decentralized, tech 

enabled adversaries.  

War has not changed, but America’s understanding of its tenets must do so. Never has the 

role of public affairs and strategic communication in conflict been more prominent, and never has 

the need for a re-examination of both the information environment and the role of public affairs in 

it been more pertinent. 

 

On War, Power, Technology, and Opposing Capabilities 

 

In the 21st century, we have seen a tendency toward blurring the lines between the states of war 

and peace 



  

(Gerasimov, 2013) 

 

War consists of actions designed to compel an opponent to do one’s will. Every act performed 

with coercion in mind, using any aspect, active or passive, of national power, is a part of the 

struggle to dominate, and should rightly be considered to lie within the definition of “War.” It 

centers on the servicing of one’s (individual, national, or organizational) interests. It therefore 

follows that every act of national power should be bent toward compulsion. At its very root, the 

essence of warfare has not changed since man first raised a club, or a voice, at his fellow man. 

Perhaps more importantly to the joint warfighter, a second level of war, that of armed struggle, the 

basic tenets of which were broadly laid out by Sun Tzu, Machiavelli, and von Clausewitz, has not 

changed significantly in the modern era. Use of terms such as hybrid, or fourth generation warfare, 

or conflict in the “Gray Zone,” primarily reflect US efforts to come to grips with methods and 

styles or warfare which, while timeless in a global sense, do not fit with America’s current military 

and national security mindset. The continual generation of such new terms, while typically 

American, actually clouds the basic point, captured by von Clausewitz most succinctly, that 

coercion is what warfare is all about (Paret 1984). Similarly, terms such as hard and soft power 

have sprung from an academic debate about the nature of the world, but they also obscure a holistic 

approach to the compulsive nature of power.  

“Operations” is another concept that has become focused to the point of obscuring a 

broader utility. A truer definition of the term would be all activities using power that lead to 

coercion. Over the past decade, intelligence and information categories have been included into 

the umbrella of operations, and this is a timely and useful development. The global information 

environment is more active than ever, with actors implementing communication strategies 

underpinned by narratives based on terror and/or perception management or manipulation in order 

to create a desired end state of their choosing. While the use of information as a primary enabler 

to achieve an objective is not new in any way, recent and evolving technology has provided new 

levels of access to audiences, bypassing traditional fourth estate channels and associated filters. 

Technology is the great equalizer and force-multiplier, imputing the same global access and 

audience reach to the lone individual in a cave as that of a corporation or government. While it has 

not changed the nature of warfare, technological advances have brought about massively shortened 

decision cycles. These often prove to be anathema to the top-down hierarchical military system of 

issue assessment and decision making processes of the past, processes with which we are still 

burdened today, to our loss. This is particularly true in battles of the Narrative in which the US is 

often crippled by over burdensome and time consuming command review processes for the release 

of public information. 

From the use of nationalism, counter-terrorism and protection of minorities narratives to 

justify actions in the Crimean Peninsula and Ukraine to the Middle East and Africa, where 

fabricated ideologies are published and promoted, based on manipulated and weaponized religious 

narratives in order to recruit and resource their campaign, information is the weapon of choice and 

the information domain the chosen battlefield of modern conflict. Recent examples of successful 

use of the narrative include the Russian response to the Turkish shoot down of one of its aircraft 

in December 2015 (New York Daily News, 2015). Whether inspired by a strong understanding of 

Turkish military capability, or by an unwillingness to run the risk of expanding the Syrian conflict 

further, the fact is that Moscow’s response was masterful, up to and including demands to return 

the Hagia Sofia in Istanbul to its former status as a Christian church (Thema News, 2015). Seeking 

ways to develop capabilities that allow it to compete against the kinetic power of the U.S., Russia 



  

has placed considerable emphasis on the use of the narrative to weaken its opponents and achieve 

its political and military objectives.  In the narrative realm, including significant use of social 

media fueled by external and internal events, and with its own version of foreign focused 

government controlled news media in the form of the Russia Today news network (Shuster, 2015), 

Russia is capable of “holding its own” in information warfare (Thomas, 2014).  

Dae’sh uses a hyper flexible social media presence as well as its cunning use of public 

brutality, as well as Iran’s propaganda usage of American sailors that it briefly held in custody in 

January 2016 also show a cunning understanding of how technology as impacted the information 

environment, operations, and the methods of coercion. “What has made ISIL particularly notable 

is their use of social media platforms in messaging broadly and targeting selectively among 

potential recruits, supporters, and sympathizers” stated Lesperance (2016), author of “The Origins 

of the Islamic State” in The Islamic State, in a personal interview.  

Married up with technologically advanced messaging system, Dae’sh also practices some 

of the principals that the US armed forces often preach, but do not implement. For example, Dae’sh 

communicators generate simple, broad, enduring messages, but then empower their tactical leaders 

both to carry out operations, but, critically, to flexibly deliver key messages to their audiences. 

This is something that US allies such as Israel excel at, but which US military communicators 

simply cannot replicate, for reasons discussed above. This is not a technological, but a 

psychological hurdle generated by risk adverse senior leaders and micromanaging national security 

staffs enabled, oddly enough, by the very technologies that enable Dae’sh and others to be flexible. 

Engaging, countering and neutralizing such information campaigns requires the 

coordinated and synchronized use of the full-spectrum of information disciplines and a whole-of-

government approach. Whether this process is called strategic communication or communication, 

synchronization, the most publically visible communication discipline is often that of public 

affairs. The Department of Defense (DoD) define “those public information, command 

information, and community engagement activities directed toward both the external and internal 

publics with interest in the Department of Defense, as Public Affairs (PA).” PA (Joint Staff, 2010) 

is the main capability to engage audiences in the narrative battlespace of today and tomorrow, and 

the Department’s leading tool to accomplish that mission is the Joint Public Affairs Support 

Element (JPASE). JPASE and other DoD PA capabilities join DoD Information Operations (IO) 

forces, when needed in coordination with the Department of State’s Public Diplomacy community 

to assist joint and interagency commanders with operations across the information environment. 

 

The Information Environment: The Past as Prologue 

 

Words are bullets and the first casualty of war is truth. But war is not the only entity that is 

weaponized. The militarization and weaponization of information has global roots and branches 

(Huhtinen, 2015) 

 

The information environment is a vital, indeed integral component of the operating environment 

as a place in which rivals clash. Historical examples of critical events in the information realm will 

be presented here as demonstrations of the inherent nesting of the information environment into 

operations and the impact of clashes of rhetoric that sometimes outweighed the importance of 

kinetics.  

We cannot know how the information environment existed before the written word. We 

can guess that appearances and kinetic action were central to warfare, if for no other reason than 



  

that we can observe how social animals behave. Symbols mattered, physical size and physical 

prowess were important, and the loser knew that he had lost based on the bruising of his body and 

the blood he had shed, with the winner’s proverbial boot at his neck. Therefore, the symbols of 

power took on a communicative aspect. Wealth and military strength came to mean that all 

conflicts need not become kinetic, that all disputes, even existential ones, need not result in the 

exercise of arms.  

As mankind developed enhanced social institutions, the power of words and symbols 

became ever more important. The ability to write down words, to ensure the long distance 

communication of thoughts and ideas, was a central moment in human history and the history of 

struggle. The written word was combined with another critical element, the advent of fast 

transportation in the form of paved roads and powered ships, which allowed communication over 

vast distances in a timely manner. In the classical world, the Romans were by far the best 

information environment combatants. Over a 250 year period from the Punic Wars to the reign of 

the stoic Emperor Marcus Aurelius, Rome, as characterized by Luttwak (1976) and others, was 

concerned not only with the organization of the territory within its borders, but also with the 

Romanization of as much of the neighboring areas as possible, in a way not unlike the efforts of 

the US to secure a free market space over the course of the 20th century. These efforts fueled one 

another. A relatively small, but incredibly proficient army maintained order and expanded the 

borders when needed. Meanwhile, the idea of Rome and what it offered morphed neighboring 

areas into proto-Roman areas. In both cases, the ease of communication offered by the road 

network was the enabling technology that allowed for the dissemination of information and 

influence in a coherent and ordered fashion. 

For seventeen centuries after Rome fell, there was one significant change in the information 

environment, the development of the Guttenberg printing press, which made communication and 

the spread of thoughts and ideas incrementally faster than it had been under the Romans. By the 

19th century, technological changes, which would rapidly decrease the decision cycle of leaders 

that began occurring in rapid succession. Steam powered ships, the railroad, the telegraph, 

telephone, and finally, the radio, all served to compress the operational decision cycles of foreign 

policy leaders. But they also sent tremors through the information environment. The rise of the 

media was fuelled by the ease of communication, as was the ability of contrarians to spread their 

ideas rapidly and relatively securely (in the sense that communication became so easy that the 

government no longer controlled its means and mechanisms). The need for government to explain 

its actions to its stakeholders was not limited to the transparency requirements of democratic 

societies. Through this most rapid of time compressions, one thing did not change.  

The example of Germany provides a pair of interesting contrasts. In 1918, the primacy of 

the narrative struggle over the kinetic was demonstrated by the Allies mismanagement of the 

defeated Germany, a mistake, which was not repeated in 1945. By 1918, the Imperial German 

Army was exhausted from years of largely victorious warfare, and. When Germany surrendered 

that fall, the problem was that the language, symbolism, and actions of the conquering powers 

were not synchronized, allowing the pervasive, and perfidious feeling to arise in Germany that the 

war was not lost, but rather the result of a betrayal. While Germany’s armies had been beaten, 

those actions took place in occupied territory, not in the homeland, leading to a myth that corrupt 

politicians had stabbed them in their backs. The allies needed to win the peace, but they failed to 

rally the symbolic tools needed to demonstrate why they had won, and failed to utilize new 

technologies to try and shape the situation on the ground. Germany was not occupied, except for 

brief periods and in small regions, such as the occupation of the Ruhr by the French and Belgians. 



  

Such incursions sold as hostile acts, or invasions by growing radical German political movements. 

Furthermore, forcing Germany to take the blame for the start of the war directly controverted the 

publically known actions of the summer of 1914, which started the conflict. A failure to coordinate 

messaging and actions caused this dissonance, and set the stage for renewed conflict.  

On the other hand, the Second World War demonstrates a successful integration of the 

kinetic and rhetorical realms of conflict. In 1945, the goals were the same as they had been in 1918, 

to win a peace through demonstrations of power and the ability to provide stability. The technology 

was largely the same, but the methods used were vastly different and ultimately successful. The 

openly recognized fault of the Nazi regime in initiating the Second World War in Europe was 

augmented in the minds of the German people by the years of aerial bombardment they had 

suffered, followed by the utter destruction of the German armed forces and the complete and semi-

permanent occupation of the country and dismantling of its government by the victorious allies. 

There was absolutely no question in anyone’s mind as to who won, and who lost the war. As a 

result, the victorious allies also won the war of the narrative with the German people on both sides 

of the east west divide, to such an extent that German political thought is still dominated by the 

events of that era. 

A final, cautionary example is provided by the failure of coalition forces to change the 

political landscape in Iraq after the invasion of 2003. While Secretary of Defense Rumsfeld and 

his team were proven right in that only a relatively small force was required to defeat Iraq’s regular 

armed forces, take Baghdad, and depose Saddam Hussein, that force was wholly inadequate to 

provide the symbolism that might have made a difference in securing a meaningful, transformative 

peace in the region. One missing piece was the visible rhetoric of the end of tyranny and the return 

of stability that a soldier on every street corner would have provided.  

In each of these cases, there is a kinetic and a rhetorical segment, with a key lesson being 

that the rhetorical effort does not stop just because kinetic operations have ceased. For Rome, the 

desire was for stability, trade, and occasional growth, facilitated by cultural power and military 

power backed by a robust infrastructure. In 1918, the need was to provide the symbolic proof of 

allied victory coupled with a restoration of stability. Technology was irrelevant, and nothing could 

overcome the appearance of a stab in the back, undoing the fruits of the military victory. 1945 saw 

a perfect convergence of kinetics and rhetoric, the narrative failure of 1918 was avoided. But 2003-

5 saw a failure much like that of 1918, one in which it was not more and better types of media and 

communication tools which enabled the rhetoric, but rather a symbolic failure to provide the 

imagery and reality of improved security through a robust occupation. 

 

Public Affairs in the Information Environment 

 

The ends are clear (information dominance), and the means are known (producing and 

promulgating popular and effective messages); the ways are through loosely guiding the 

individual voices of defense patriots 

(John, 2015) 

 

The nature of the world has not changed, but technology has impacted decision cycles and 

planning. Military commanders and their staffs must understand both the kinetic and information 

sides of their operations and operating environments. JPASE members fully understand the 

information environment, its evolution, and its implications, as well as the strategic 

communication process and subordinated concepts such as the rules of engagement. That level of 



  

expertise is the number one asset that the unit, and the public affairs community, provides to a 

variety of joint, interagency, and coalition commanders. 

History has sown the necessity of powerful spokespersons in raising the profile and 

integration of their military skill sets. Artillery only became the equal of the infantry and cavalry 

when an artillerist, Napoleon Bonaparte, became Emperor of the French. Before then the artillerist 

was often a Lieutenant or Captain in a world of Colonels and Generals, and the guns were a 

sideshow rather than an integrated maneuver element. The commander will often seek the advice 

of his senior, professional warriors who are adeptly skilled in their kinetic or non-kinetic arts, 

seasoned by years of experience. Most are experts and specialists in the weapons or skills of their 

field and they have the respect, and ear, of the commander for those very reasons. The public 

affairs advisor must be no less a skilled and seasoned warrior with his or her skill set, the art of 

communication, which transcends both rhetoric and actions. 

Understanding the mechanics of rhetoric, how and why perception can become reality, and 

solid knowledge of communication practices and policies are just some of the required traits of a 

professional communicator. Communication design, audience identification and selection, 

message construction, cultural framing and knowing how to analyze and assess communication 

activities and products for effectiveness are just some of the skill sets required. Knowing the 

adversary’s communication design and intent is key in being able to anticipate, neutralize and 

overcome opposing information strategies, particularly in a world in which most adversaries have 

actively studied our communication models and are using them against us. 

Military public affairs teams are trained to liaise with relevant intergovernmental agencies 

and non-governmental organizations (NGOs) in furtherance of communication objectives and can 

act to provide Defense Support to Public Diplomacy through direct cooperation with embassy 

staffs and Department of State regional bureaus. This becomes particularly important in 

successfully winning the battle of the narrative in post conflict environments, a critical mission 

(Fortune, 2008) led by the State Department and supported by DoD.  They can, in cooperation 

with intelligence and operational staffs, and other collection sources, provide an assessment of the 

overall information environment. This provides the commander with a better understanding of the 

information environment in his or her area of responsibility, with insights on how the adversary 

may be structured to communicate, which communication model they may be using, their 

communication network capacity and capabilities, and how they may be shaping their information 

strategy and tactics. The resulting Information Environment Assessment (IEA) will contribute 

directly to countering an opponent’s narrative. It can also lead to kinetic and non-kinetic courses 

of action in neutralizing an opponent’s capacity and capability to communicate in the first place. 

An example of this would be using kinetic force, such as bombing run, to eliminate a known center 

of enemy messaging. 

 

Going to War: The Information Environment and Justifications for Intervention 

 

A communications strategy cannot work if it cuts against the grain of policy 

(Nye, 2004) 

 

The future of US warfare requires communicators to win two narrative battles, one abroad, and 

one at home. The former includes all of the phases of warfighting, from steady state operations to 

the need to ensure that post conflict narratives prevent the positive results of conflict to be undone, 

as we have seen in the case of Germany in 1918 discussed above.  The latter is in the justification 



  

of interventions to the American people. This as a problem of marketing, (Schuessler, 2004) 

because military interventions, when not following some kind of obvious threat, are in conflict 

with core American values. Any intervention or conflict must be framed to the American public 

as a war of necessity, forced on the nation by dire circumstances, or even by armed attack. 

According to Schuessler (2004), when America acts, it should do so not for low goals, but with 

the goal of improving mankind’s lot.  

There is a significant burden on the government to prove the benefits of its actions, 

particularly when American lives are at risk (Haass, 2009). This adds to the burden of both 

deciding on and explaining armed interventions, which are, in the end, wars of choice, rather than 

necessity. For Haass, the benefits of such an intervention must outweigh the costs, while the net 

result must be positive, “If this test cannot be met, the choice will appear to be ill advised and most 

likely is.” (Haass, 2009) Thus the “bang for the buck” test joins the other tests, motivators, and 

detractors for intervention, which must be considered when examining each one, and that serve as 

intervening variables for the cases. The inference here is that framing acts of choice, such as 

military interventions, is a more difficult and time consuming act, less certain to succeed than is 

the case in wars of necessity. 

The US government uses an interagency process to decide on when and how the nation 

will intervene abroad. At some point in this process, and not necessarily concurrent to it, leaders 

frame and communicate their themes and messages concerning their opponents and world events. 

Those communications are then executed by spokespersons across the whole of government, but 

most notably by the White House, the Congress, and the Departments of State and Defense. Paul 

(2011) noted that successful framing or communication strategy calls for synchronizing messages 

with deeds. Even without the interference of personalities, however, a significant source of friction 

and conflict in the decision making and communications processes is the radically different 

institutional mindsets of the various interagency players, most specifically the Departments of 

State and Defense. A key point here is the ongoing gap in funding, crisis response methodologies, 

training, outlook, and expectations between these two most significant stakeholders in the decision 

making process, making such a process difficult to implement (Carter, 2000).  

Since the government remains the primary source for information, this creates a system of 

asymmetric interdependence between the information holders and the media as well as the public, 

but this can only be taken advantage of if there is unanimity in the message, particularly in a media 

environment, which is prepared to conflate news with entertainment (Bennett & Entman, 2001). 

Manuel Castells drew upon and added to the concept in Communication Power (2009), most 

particularly in his writing concerning what he called “Networks of Mind and Power.” For this 

concept, Castells (2009) draws significantly on the models of framing developed by Entman 

(2004), who focuses attention on the efforts of the government to frame key events, and the media’s 

countervailing efforts to “counter-frame” them. Technology impacts this too, in that social media 

allows for individual actors to generate information and news stories. It also allows for 

spokespersons to skip the media and communicate directly to their core audiences in America and 

abroad. The implications of this for the future role of the media are poorly understood, but a world 

in which the majority of information is held by the government and communicated directly to the 

populace, without challenge, is Orwellian, at best. According to Butler (2012), for frames and 

influence efforts to work, they must be credible, salient, and dynamic, and they must be delivered 

by trustworthy spokespersons. 

Retired Admiral James Stavridis (2007), a noted advocate of and expert on Strategic 

Communication (SC), adopts a military approach, noting its power as an enabler for operational 



  

forces. He acknowledged the role of the national security apparatus and entreated leaders to “take 

an early and persistent role in deciding how ideas and decisions are shaped and delivered, and that 

this need required a shared understanding of what SC is and is not, especially in an international 

context (Stavridis, 2007). This is re-enforced by Joseph Nye, who in Soft Power (quoted at the 

beginning of this section), warned that “reiterating the need for coordination of messaging at the 

highest levels.” Was a critical piece of the communications puzzle. This was reinforced further by 

Paul (2011) reinforces this idea by noting that a successful framing or communication strategy 

calls for synchronizing messages with deeds. This must be done at all levels, from the national, to 

the tactical, for the messages to have their intended impact.  

This section, and the one before it, laid out the Public Affairs role in the militarized 

information environment, but it also discussed the higher, policy level implications of 

communications. According to Colonel Tad Sholtis (2005), the Public Affairs Chief for Air 

Combat Command, “The American military must maintain public trust, and leaders must take 

action whenever communication efforts push or exceed the bounds of credibility.” To be 

successful in warfare in the 21st century, against opponents who are empowered to deliver their 

messages at the lowest of levels, successful military operations require professionals who can 

understand all of these factors, and utilize them, whether working at the cabinet level, or at the 

spearhead of operations on the ground. 

 

Conclusion 

 

Because terrorism requires an open flow of information, Western-style republics need to 

be able to respond offensively – even preemptively – with their own convincing ideas 

(John, 2015) 

 

Symbolism, technology, speed of information, compressed information cycles, and the continued 

blurring of the narrative and kinetic realms will be the trends of the next decade. This includes 

awareness of how the information environment is evolving; how adversaries or opponents us it; 

and how it will be used by potential adversaries or opponents in the future. The never-ending quest 

for power and control has not changed over the course of time. History has demonstrated most 

conflicts or crises are born of design and with intent by an actor with an agenda. Setting the stage 

is the first step in introducing chaos or building to a crisis. Doing so in today’s internet-connected, 

border-free and state-less information environment has never been easier.  

Building audience awareness and constructing a road to crisis are the early stages of crisis 

or conflict development. There is a period in which indicators of development can provide enough 

granularity to clearly identify if the activity is accidental, careless in nature or if there is design 

and intent underpinning the chaos. Historically these indicators have included published 

manifestos directed at a sympathetic population who feel, or can be made to feel, a sense of 

oppression; the potential rise of charismatic actors; culminating with a decisive act with 

demonstrates the seriousness of the actor. With today’s technology, including new and emerging 

social media tools, audiences can be quickly and easily targeted with unerring precision, right 

down to any type of desired demographic, all aimed at reducing decision times - dancing with 

increasingly nimble, technology enabled adversaries. 

However, this is a two-way road, and the contribution of the community of information 

practitioners assists commanders in understanding and reacting to trends in the information 

environment. Due to the nature of social media and the Internet, early rhetoric can be heard and 



  

actions seen, intents and objectives can be telegraphed, and end states can be previewed, all before 

a particular conflict can gain traction. This could, with early identification and analysis, be used to 

shut down a crisis or conflict before it reaches a tipping point. Further development is needed in 

how to better analyze the current, and future, information environment; how social media trends 

can indicate troubles spot or even predict troubles; and real-time crisis communication impact 

assessment and efficacy in achieving objectives.  

Social media is increasingly impacting the roles of both government spokespersons and the 

media. This goes beyond the compressing of decision cycles, and ultimately questions the very 

role of the media in the modern world. When spokespersons can reach their true audiences, the 

people of the United States and the world, by releasing statements and even conducting interviews 

and media events over twitter and other social media, the traditional media are no longer necessary 

to serve as interlocutors. What will this do to their watchdog function, and their role as the 

unelected fourth estate of government? More to the point of this discussion, what will that mean 

for the role of the public affairs and information practitioner? 

Communication challenges are ever present and evolving. On January 27, 2016, former 

Defense Secretary Robert Gates (2016) noted the atrophy of the strategic communication process. 

Technology in the form of hardware and new capabilities and platforms, especially in the social 

media realm, provide opportunities for successful engagement, but also pose challenges in terms 

of an ever-shrinking decision and response cycle. Amidst all of this change, the absolute need for 

public affairs officers to provide advice to commanders, and to implement communication 

strategies in a timely, and effective, manner is critical to waging the battle of the narrative with 

adversaries and providing transparency to the American people. This is especially critical given 

that nearly all of America’s conflicts are not existential ones, whereas they very much are for our 

adversaries. Moral authority, or America’s self-perception of its moral authority, is a critical 

variable in securing support for operations, and for their success.  

In order to make this all work, commanders must embrace the principal of decentralized 

operations. While technology has served enemies such as Dae’sh well in the efforts to dominate 

the information space, the same factors that enable them often have the opposite impact on US 

efforts to defeat them. American military leaders, particularly in the Army, are so risk averse that 

they use communication and information technologies not to enable their subordinates, but rather 

to exert control over them, down to the very lowest levels. Senior leaders must learn to trust the 

individual service member or civilian employee to act in accordance with their oaths. This is the 

case both in the kinetic and informational realms, leading to the all too often heard accusation that 

America’s General Officer Corps are the best set of battalion commanders in the world (Ricks, 

2012). The State Department, that other critical leg of diplomacy and communication, lost the 

struggle decades ago. Working in the public affairs section of the American Embassy in Baghdad 

from 2004 to 2005, this author well remembers the smothering level of control that the National 

Security Council and the Near East Asia Bureau at main State exerted over the high and mid-levels 

of public affairs and public diplomacy operations. In fact, it is only the comparatively tiny budget 

of the department, particularly in the Public Affairs arena that keeps that control from being pushed 

down to the manipulation of the actions of individual diplomats, such as regularly happens with 

tactical units in the armed forces. Our best agents in the ongoing battle of the narrative are not 

always the high level spokespersons, but are often the soldiers, sailors, airmen, Marines, and 

civilians that are in constant contact with our audiences, both friendly and hostile. This is no more 

than falling into line with the implicit core value that they represent America. The bottom line in 

all of this is that social media is most functional when it relies on crowdsourcing versus the typical 



  

top down review processes that the government in general, and the military in particular, employ 

(John, 2015).  

While politically expedient in terms of protecting promotion cycles, the increasing 

centralization of decision making and communicating must be overcome or the US will lose not 

just the narrative struggle, but the overall struggle against its ever increasing coterie of foes. This 

chapter has shown that this is more of a problem of organizational mindset than of technology. 
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