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Abstract: Since the launch of the Preventing Violent Extremism (PVE) policy in the 

UK in 2006 and the “Prevent” strand of subsequent counter-terrorism strategy, 

debates have raged on all sides about whether and how the state should define and 

shape the relationship between individual ideological positions and pathways into 

criminal behaviour. Many on the critical side of the fence have lambasted Prevent as 

a “toxic policy” which stigmatises a “suspect community” and actually worsens 

extremist threats in society. Many of those in and around the delivery of the policy, 

however, have said that it works well on the ground. In essence, much of the debate 

is centred around whether the state should take a top-down approach to the 

problem, focusing on the role of organisations, ideologies and ideologues and their 

supposedly nefarious agency; or a bottom-up approach which considers individual 

context-specific factors that lead certain individuals to be drawn into violent 

extremism in all its hues. In this paper, an argument is put forward for a bottom-up 

approach using Identity Theory as the driver. This, it is argued, allows both for a 

better understanding of contemporary extremist threats; and for a better idea of the 

most appropriate and effective policy responses.  

 

Prevent 

2015 saw the passing of the Counter Terrorism and Security Act (CTSA), the main thrust of 

which was to place Prevent and its component “Channel” intervention process on a statutory 

footing. The CTSA has led to a chorus of protest from many critics, especially in the education 

sector, where a narrative is presented by some that the measures are akin to those of a police 

state in which free speech is curtailed and political dissidents are placed under suspicion by 

the authorities.2   

Prevent was initially launched as a programme of Preventing Violent Extremism (PVE) under 

the CONTEST Strategy in 2006. In response to the London bombings of July 2005 and the 

perceived emergent “home-grown threat” centred in Muslim communities, the Labour 

government of the time made a link between community cohesion activities and the threat of 

terrorism arising from certain local communities. The logic was that local inter-community 

grievances were presumed to be core drivers of extremism and radicalization against 

mainstream society. Under the Local Authority Agreements, National Indicator 35 (NI35) 
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concerning the enabling of communities to be “resilient to violent extremism” was used to 

identify a set of district councils for whom Prevent funding would be allocated, based on the 

proportion of their population identifying as Muslim. One of the underlying objectives of NI35 

was “understanding of, and engagement with Muslim communities” (Richards 2010:10).  

In this way, the programme explicitly targeted Muslim communities as the core communities 

of relevance to the programme, effectively identifying them as both “risky and at risk”, albeit 

for reasons that did carry some logic. (At the same time, there was no mention in the initial 

strategy documents of potentially dangerous forms of extremism other than that related to 

Al Qaeda-related ideology.) Engagement comprised a number of activities, including the 

establishment of a new set of Prevent Engagement Officers (PEOs) in many police forces with 

the duty of liaising with their local Muslim communities; the establishment of multi-agency 

Prevent steering committees, usually chaired by the district council; the disbursement of 

money to community projects such as youth groups, Muslim educational activities and 

women’s groups; and the piloting of a multi-agency safeguarding intervention panel called 

“Channel”, chaired by the local police. 

Acceptance of the measures in local areas was patchy, probably relating to the variable way 

in which the measures were implemented across different regions with differing crime 

priorities and differing communal landscapes. In Reading in the south of Britain, for example, 

a protest group was formed within the local Muslim communities in the early years of the 

policy called the Preventing Violent Extremism (PVE) Crisis Group, which angrily protested the 

supposed damage being done to inter-community relations by the policy (Richards 2010:18). 

Less than forty miles away in the town of Aylesbury, however, a review of the local Prevent 

activities found that a conscious effort had been made from the start to wrap Prevent within 

a wider envelope of existing “safeguarding” activities, and this appeared to have delivered 

much better relations between Muslim communities and the local authorities (Richards 

2010:18).  

It became clear, however, that some degree of animosity towards the policy was present in a 

number of towns and cities. In 2009, the parliamentary Communities and Local Government 

Committee conducted a comprehensive inquiry into the “complex and sensitive” policy and 

the concern it had generated in some quarters (House of Commons 2010), many of the results 

of which fed into updated policy when the government changed the following year.  

The key judgement was that PVE was “contentious and unlikely ever to be fully accepted in its 

existing form by those it is most important to engage” (House of Commons 2010:3). In 
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particular, it had become apparent that the marrying of a counter-terrorism policy with one 

directed at community cohesion and relations risked stigmatising Muslim communities and 

emphasising their paradoxical “risky and at risk” status within British society. Much of the 

inquiry’s findings focused on a concern put forward by many respondents that the policy was 

a thinly-veiled mechanism for spying on the Muslim community, whereby surveillance was 

wrapped in Orwellian language about “monitoring” and “safeguarding”. The fact that the 

police had such a leading role in the management and implementation of the policy was seen 

as testament to these concerns.  

It was generally seen that an explicit focus on one particular community – Muslims – was ill-

advised and put that community on the back foot from the start. Linked to this was a 

suggestion that there had been a “pre-occupation with the theological basis of radicalisation” 

in the policy, when “evidence seems to indicate that politics, policy and socio-economics may 

be more important factors in the process” (House of Commons 2010:3).  

Crucially, the inquiry did not suggest, unlike many of Prevent’s arch critics, that the 

programme should be scrapped forthwith. Indeed, the parliamentary select committee 

concluded that it remained “convinced” that “a targeted Prevent strategy at national level is 

required” (House of Commons 2010:63).  It noted, however, that the contemporary terrorist 

threat was “extremely complicated to comprehend and tackle”, and this meant that 

broadening the scope of the programme was a bad idea (House of Commons 2010:63). 

Significantly, the inquiry’s report echoed a somewhat Anglo-Saxon approach to the problem, 

in that it suggested that a move by government into “theological” areas of public life “must 

be avoided” (House of Commons 2010:64). The suggested logic was that, not only is it difficult 

to identify a single reason why any one individual may proceed down a pathway of violent 

radicalization, but that state-level dabbling in theological issues suggested there were “’’good’ 

and ‘bad’ forms of Islam” (House of Commons 2010:64). Not only was this not the business of 

the state, it was suggested, but it also introduced complications into the question of which 

community groups should be engaged and which should not. On this issue, the inquiry’s 

findings that some of the more potentially “radical” elements of the Muslim community (such 

as Salafists, for example) may be the very people with a good connection to the sorts of young 

people supposedly at risk from radicalization, was not followed by the subsequent change of 

government. Indeed, there is much evidence that policy has swung away from any 

engagement with these elements of the community, probably for political reasons of being 

seen to be delivering a tough and uncompromising approach.  
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Some methodological problems were noted in the inquiry’s data gathering. The assertion by 

Arun Kundnani (2009), for example, put forward in his stinging critique of PVE entitled 

Spooked, that the programme was a sinister mechanism for the state to spy on Muslims, was 

seen as being somewhat flawed by virtue of the small set of respondents on which it was 

based.3 (Hillyard’s original “suspect community” thesis faced similar criticisms.) Similarly, the 

inquiry advised caution in considering the views of Hizb-ut Tahrir (HUT), who were accused in 

the report of “exploiting” negative perceptions of Prevent within the Muslim community by 

virtue of being fundamentally and avowedly opposed to Muslim engagement with the 

institutions of the secular, democratic state (House of Commons 2010:13).  

Such concerns are significant, and raise two important issues. First, the continued need for 

good, empirical work in these areas remains paramount. It is not at all clear, for example, how 

the majority of Muslims in Britain across regions feel about their connection with “Britishness” 

and the merits of security measures being enacted by the government; nor, indeed, is it clear 

at all that there is any such thing as a single Muslim community. Second, and connected to 

the first, state interactions with minority communities will be doubly complicated and 

potentially flawed when those communities do not have good or consistent levels of 

interaction with the institutions of the state. This leads to the potential trap of having to liaise 

with self-appointed “community leaders” and spokespeople, when it is not clear how far such 

voices adequately represent the majority of people for whom they claim to speak. In this way, 

the loudest voices may be the ones heard, but the concerns they raise may not be shared in 

any uniform way across wider communities. When the state is not particularly well-versed in 

the internal complexities and variations of those minority communities, then the risks of 

listening too much to the wrong people are greatly heightened. In the meantime, policy is 

formed on the basis of multiple and sometimes conflicting mechanisms of data gathering 

about the public’s views, including a bewildering array of parliamentary inquiries, 

constituency discussions with members of parliament, and claims and counter-claims by 

pressure groups and self-appointed community spokespeople.  

In 2010 the new Coalition government sought to respond to criticisms of Prevent by re-

launching it, following extensive consultation with various stakeholders and careful note being 

taken of the 2009 Communities and Local Government select committee report. To the 
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chagrin of critics such as HUT, the policy was not scrapped, but retained, albeit with some 

important fundamental changes. The new policy was published in 2011.  

In the refreshed policy (HM Government 2011), a decoupling was enabled between the 

counter-terrorism aspects of the policy and those relating to community cohesion. The five 

key objectives of the original PVE policy were slimmed down to three, comprising: 

 Respond to the ideological challenge of terrorism and the threat we face from those who 

promote it;  

 Prevent people from being drawn into terrorism and ensure that they are given appropriate 

advice and support; 

 Work with sectors and institutions where there are risks of radicalisation that we need to 

address.  

In this way, questions of addressing socio-economic or other grievances which may have been 

underpinning problems were removed from the purview of the strategy, in favour of a more 

focused approach to addressing “ideology” and “supporting” those who might be vulnerable 

to radicalization. In line with the new “muscular liberalism” approach, mention of such 

contentious words as “Islamist”, which risks conflating terrorism with a religion, was not 

avoided: indeed, it is mentioned 25 times in the updated strategy, in conjunction with 

“ideology”, “movements”, “groups”, and “extremism”. At the same time, more explicit 

mention is made of other forms of extremism, such as that of the “extreme right wing”, which 

is mentioned even more often in the strategy document than the word “Islamist”; and that 

relating to Northern Ireland-related terrorist groups. Indeed in his foreword to the 2011 

strategy document, the reviewer of counter-terrorism legislation at the time, Lord Carlile of 

Berriew QC, noted that:  

This new strategy is designed to endure. Already it has to deal with a range of terrorism 

threats, including Al Qaeda and right-wing extremism. None is singled out for special 

treatment outside the operational demands of current threat levels. New groups may emerge 

as others fade (HM Government 2011:3).  

In this issue can be found a very important aspect of the perception-versus-reality debate. 

Previously, talk amongst officials of being interested in a wider range of sources of extremism 

beyond that relating to Muslim communities was dismissed by Kundnani as a smokescreen, 

when the reality, in his view, was that a disproportionate degree of attention was still being 

applied through Prevent to Muslims as the new Hillyardian “suspect community” (Kundnani 

2009:24).  At one level, it is the case that, for want of a better term, Islamist-related terrorism 
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and “extremism” remain very much at the top of the security agencies’ list of priorities in this 

area. The head of Britain’s MI5 security agency recently asserted that approximately 3000 

individuals with an active interest in committing terrorist acts supposedly relating to Islamist-

related ideology were under surveillance (Burman 2015). This is clearly not an insignificant 

number and constitutes a serious threat. It also almost certainly eclipses by some margin the 

number of Far Right or other “extremists” currently residing in Britain with any serious or 

organized plan to carry out a terrorist act. As tax-payers whose money is being spent by the 

likes of MI5 to appropriately and effectively deliver security to our streets, we would hope 

and expect that relative priorities are being properly understood and form the basis of 

sensible operational plans. This is almost certainly a sentiment shared by many, regardless of 

their identity.  

In a recent interview with senior police officers involved in Prevent delivery nationally, it was 

claimed that the split between Islamist-related and Far Right (and other) extremism cases 

under investigation currently accorded to a ratio of approximately 80/20.4 With this said, the 

picture varied regionally depending on local circumstances. In London, for example, there 

were relatively few current investigations involving individuals of concern on the Far Right, 

while in the North-East of England, a spike had recently been noted in Far Right extremism. It 

was noted that the figures often fluctuate in response to certain events, such as a terrorist 

attack, or, more recently, the Brexit vote, in addition to patterns of migration and other local 

incidents and controversies. Those present felt, however, that the relative proportions of 

effort against different extremist threats was entirely appropriate and “defensible” in the light 

of information being received.  

In this way, as Lord Carlile noted above, the operational picture will relate to an assessment 

of the threat at any given time, and this will change constantly. Regardless of this point, 

however, or of various facts and figures about relative priorities, many in Muslim (or indeed 

any) communities will not necessarily have an accurate perception of the picture, and may be 

influenced by certain voices claiming that the inclusion of Far Right and other forms of 

extremism in the strategy is merely cosmetic. Much more importantly, the above relates to 

the more serious end of terrorist threat, while many people in Muslim communities may be 

more influenced by lower-level but daily animosity and prejudice, especially during times of 

heightened tension following events such as the Brexit vote in the Summer of 2016. In this 

way, the social construction of threat and perceptions about how well or otherwise the state 
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is addressing it, may be much more resilient and influential than any facts or figures. This is a 

factor the state needs to consider carefully in its formulation of policies in this area. As the 

2009 inquiry by the Communities and Local Government select committee noted, despite the 

fact that the government’s monitoring and data gathering activities did not really equate to 

an organized programme of “spying” on the Muslim community, the fact remained that a fear 

of this happening was widespread amongst the people consulted by the inquiry team (House 

of Commons 2010:3). The construction of this fear within communities has to be considered 

and addressed as far as possible.  

The second key area of change in the updated Prevent strategy of 2011 concerns an increased 

focus on working with “sectors and institutions where there are risks of radicalisation”. This 

follows through from sometimes contentious research conducted during the initial PVE era, 

which suggested that institutions such as prisons and universities (and, to a lesser extent, 

schools) were significant focal points for the work of radicalizers and ideologues. The 

Conservative government has decided to pick up on these ideas and make policy in this area 

much firmer. The most significant development to this end has been the passing of the CTSA 

of 2015, making it a statutory duty for employees of public sector institutions to discharge 

their Prevent responsibilities.  

In universities in particular, there has been widespread discomfort about the way in which a 

duty to monitor students for signs of extremist sentiment or activity, or to curtail or ban events 

in which extreme views may be expressed, could be seen to militate against the fundamental 

principles of universities being places of unrestricted education and citadels of free speech. 

Right at the beginning of the PVE period, Professor Drummond Bone spoke on behalf of 

Universities UK to express “grave concerns that certain elements of the Terrorism Bill might 

cut across academic freedoms” (BBC 2005). In a carefully nuanced statement following the 

passing of the CTSA in 2015, Universities UK notes that, while it acknowledges the new 

statutory duty of universities to “prevent individuals from being drawn into terrorism”, 

universities should also “remain spaces where controversial and sometimes offensive ideas 

can be explored and debated” (Universities UK 2016). Many are fearful of messy and 

unintended consequences emerging from a panic to comply with these new statutory 

obligations, such as an attempt in 2015 at Cardiff University to ban a talk by the renowned 

feminist, Germaine Greer, on the grounds of her supposedly “misogynistic views towards 

trans women” (Quinn 2015). While this particular case was undoubtedly complicated by the 

university’s obligations to ensure the safety of students in a highly-charged environment of 
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accusations and counter-accusations, the question of what is “extreme” in society to such an 

extent that it cannot be heard, is brought to the fore in highly questionable ways.  

One of the more influential works in this area was a study conducted by Glees and Pope for 

the Social Affairs Unit in 2005, entitled When Students Turn to Terror (Glees and Pope 2005). 

The report suggested that a number of universities had been negligent in allowing “extremist” 

ideas and activities to proliferate on their campuses, and allowing Muslim groups in particular 

to propagate notions of Sharia-based society which fundamentally militated against secular, 

democratic norms. The muscular liberalism of the present government has picked up on these 

ideas in making it a legal duty for universities to address these concerns more rigorously.  

Croft accuses Glees of “securitization of the Muslim identity” through this and other works 

(Croft 2012:238). The suggestion is that, whatever the merits of a suggestion that universities 

may have turned a potentially dangerous blind eye to the operation of certain radical groups 

on their premises, a general conflation of terrorist threat with a wider community-at-large has 

deleterious effects on the way in which young people in that community may feel connected 

to a British identity. In using the language of war, for example, by equating the present 

terrorist threat with the national security context of the second world war, Glees observed in 

2006 that “internment needs to be talked about”. He continued that:  

Not everything is permissible. Wearing the niqab is saying we don't want to be British. Forty 

per cent of British Muslims say they want to live under sharia law. That is unacceptable. They 

should go to a country with sharia law (Glees 2006). 

In using populist language (“we should not be blinkered by political correctness”), the 

sentiment expressed here is similar to that expressed by Michael Henderson in 2014 about 

the cricketer Moeen Ali, in which the notion was conveyed that an Islamic expression of 

identity (such as the wearing of a niqab or of a long beard) is mutually incompatible with 

membership of the British nation (Henderson 2016). While this may  be highly debatable, 

calling for Sharia law in a democratic country with a secular rule of law arguably should be 

seen as a different issue and one against which robust opposition should be presented. At the 

same time, if freedom of expression is one of the enshrining principles of British identity, as 

most would suggest, official moves to curb and criminalize certain “radical” expressions of 

thought surely constitute a peculiarly complex paradox.  

Channel 
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One of the core elements of the Prevent strategy, which was retained in the 2011 refresh, is 

the multi-agency intervention process called Channel. In many ways, this has been the beating 

heart of Prevent and the only part, arguably, in which concrete action is taken on the ground. 

The essence of Channel is a multi-agency group which considers cases of potential 

radicalization of particular concern in each district with a view to formulating whether some 

sort of “intervention” is required to reduce the risk. Essentially, Channel operates very much 

in the “pre-criminal” space and is about spotting and mitigating potential cases of concern 

before they enter the criminal realm. The nature of intervention will vary a great deal and will 

depend on the particular case in question: some cases may be issues of mental health; others 

to do with support in an educational environment; and others might be considered suitable 

for “theological intervention” in some shape or form, on which more below. In every case, the 

aim is for the assembled representatives of the local authorities to consider the best and most 

appropriate form of action which will have the best chance of mitigating the risk to the 

individual in question. A number of cases can be referred to each local Channel panel for 

consideration, but only a relatively small percentage in most cases are formally taken-on by a 

panel as documented cases requiring formal intervention.  

The National Police Chiefs Council (NPCC) has released details of the Channel process up to 

2014 (NPCC 2016). This notes that between 2007 and 2014, there were just short of 4000 

referrals, which constitute 20 percent of all cases placed before the panels for consideration. 

(Some of those not taken on as formal referrals will relate to safeguarding issues other than 

violent extremism.)  The NPCC notes that:  

The greatest threat the UK currently faces is from terrorists who claim to act in the name of 

Islam, and who specifically target Muslims. Therefore Prevent activity such as the support 

offered through Channel predominately takes place in and with Muslim communities. 

However, the principles of Channel apply equally to other communities who may be the focus 

of attention from violent extremist groups (NPCC 2016). 

Here, Muslim communities are explicitly identified, but in the language of “at risk” rather than 

“risky”: members of Muslim communities are seen as requiring protection from “violent 

extremist groups”.  

Interestingly, the figures also suggest that only just over half (56 percent) of all referrals 

involve people identifying themselves as Muslim; the rest relate to individuals of other 

religious identities, or not identified by religion. While care needs to be taken about how these 

figures are collected and what they signify, they are another substantial challenge to 
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narratives which suggest that Prevent and Channel are almost exclusively directed at Muslims, 

despite official rhetoric suggesting otherwise. In many ways it appears this perception is 

simply not borne out by the reality.  

The battle of the narratives in this area can be conceptualized by two polarized views. On one 

side is the suggestion that Channel is no different from any number of other safeguarding 

processes which have been operating for some years, but merely adds a component of the 

risk of young people being drawn into extremist movements alongside those of getting into 

drugs, gangs and crime more generally. For example, in another area of policy, MAPPA (Multi-

Agency Public Protection Arrangements) have been operating for some years in the area of 

ensuring the protection of the public from serious offenders, such as sexual and other violent 

offenders who have been released back onto the community following their prison term. 

Similarly, many county and district councils currently operate a MASH (Multi-Agency 

Safeguarding Hub) which aims to facilitate referrals from the public about children or adults 

perceived to be at risk in some way and to ensure that the appropriate local authority, singly 

or in partnership with others, can take the appropriate mitigating action. All are essentially 

processes of multi-agency intervention and planning for the purposes of public safety.  

Referral into the Channel programme is based on a “Vulnerability Assessment Framework”, 

which identifies 22 factors divided into engagement (with extremist ideology), intent (to carry 

out at attack) and capability to do so5. Many of these factors are based on solid identity theory 

concepts (if not always described as such). These include looking for the emergence of 

intergroup discrimination, which Tajfel noted was “depressingly similar” across societies and 

varying largely only in intensity rather than occurrence (Tajfel 1970:96); and dehumanisation 

of the enemy such that certain lives can be seen as “unworthy of life” (Glass 1999). As noted 

below, however, some have questioned the robustness of the science on which the Channel 

programme is based.  

Just under 4000 people were referred into the Channel process in 2015, up from 1681 in 

20146; the first figures since the CTSA placed a statutory duty on public bodies to refer. 

Approximately 50 percent of referrals were of children aged 15 and under, and over 400 were 

10 and under. Interestingly, of the West Midlands area (the only region for which a break-

down was provided), less than half (37 percent) identified as Muslim. In October 2015, a 
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teenager from Blackburn who had been on the programme was jailed for life for plotting a 

terrorist attack in Australia7. The case showed that the referral part of the programme had 

been effective, but that the subsequent “deradicalization” action had not, as the boy had 

refused to engage with it. Meanwhile, the Parsons Green tube bomber of 2016, Ahmed 

Hassan, was found to have been on the programme for more than a year before he attempted 

to set off an explosive device on a tube train in London8. Hassan had said he was bored, 

depressed and confused, and wanted some notoriety. An inquiry has been ordered into 

Surrey’s Prevent delivery, after their PCC admitted they had been too slow to respond to 

warning signs.  

Mark Rowley, the outgoing head of counter-terrorism at the Metropolitan Police in London 

recently warned of the growing risk of far-right extremist attacks, noting that a third of all 

Channel referrals were in this category9. Darren Osborne, who was jailed in early 2018 for an 

attack outside a mosque in London in June 2015, had not come under the attention of the 

Channel programme, but is arguably the sort of person who should have been. The sentencing 

judge claimed he had been “rapidly radicalised over the internet” to “hate Muslims”10. Rowley 

had noted that the aim of both far right and Islamist extremists was the same: namely that of 

“increasing tensions and divisions in communities”11.  

Critics of Prevent, however, have suggested that Channel is part of a sinister state programme 

of stigmatising and repressing political dissidents. Homa Khaleeli used the language of 

totalitarianism in suggesting that Prevent and Channel were slipping into the “Orwellian realm 

of thought crime: simply expressing beliefs that conflict with ‘British values’ could be enough 

to draw the attention of Prevent” (Khaleeli 2015). The civil rights pressure-group Cage has 

repeatedly called for Prevent to be scrapped. In late 2016 they received a boost when a group 

of academics published an open letter to the government, criticizing the scientific basis of the 

risk factors on which Channel’s “vulnerability assessment framework” is based (Ross 2016). 

The framework is called Extremism Risk Guidance 22+, and is based on a set of 22 indicators 
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88 https://www.theguardian.com/uk-news/2018/mar/16/parsons-green-tube-bomber-convicted-of-
attempted-murder 
9 https://www.theguardian.com/uk-news/2018/feb/26/four-far-right-plots-thwarted-last-year-says-
counter-terrorism-chief-mark-rowley 
10 https://www.theguardian.com/uk-news/2018/feb/02/finsbury-park-attack-darren-osborne-jailed 
11 https://www.theguardian.com/uk-news/2018/feb/26/four-far-right-plots-thwarted-last-year-says-
counter-terrorism-chief-mark-rowley 
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which could signify an individual becoming a cause for concern and eligible for referral into 

the Channel process.  

The charge is that the risk factors, which were based on interviews of a set of 22 prisoners 

who had committed terrorist offences, were flawed by virtue of relating to convicted terrorists 

rather than to individuals further back in the “pre-crime” space; and also that there are widely-

discussed ethical and scientific issues concerning the reliability of data derived from 

incarcerated individuals. Concerns were also raised about the lack of scrutiny of the 

framework by the wider psychology community, although this seems a somewhat flawed 

criticism when the framework was published in a respected and peer-reviewed academic 

journal published by the prestigious American Psychological Association (Lloyd and Dean 

2015).   

Part of the problem was that the government initially tried to suppress details of the science 

on which the vulnerability assessment framework was based, until it transpired that it had 

been published by the authors in an academic journal (Ross 2016). For groups such as Cage, 

this apparent obfuscation of how the policy works allowed an opportunity to develop the 

narrative of a totalitarian state controlling information in nefarious ways. A similar problem 

could be developing around the controversial area of “theological interventions” which form 

part of the Channel process’s armoury. Here, the Channel panel may assess that a suitable 

intervention in a particular case might be to provide the individual in question with Islamic 

mentoring from a trusted source, in order to mitigate against a warped version of violent 

jihadist ideology being followed. The logic is that sometimes “more Islam” rather than less 

might be the answer. A highly controversial question, however, regards the nature of the 

theological providers being used and whether a charge could be developed against the 

government of promoting particular strands of Islamic thinking over others.  

In a parliamentary question to the Home Office in January 2016 about Channel intervention 

providers, the Minister for Security at the time, John Hayes, responded that there were 55 

approved intervention providers, selected by virtue of “proven experience in mentoring” and 

their “knowledge of extremist ideologies and recruitment narratives” (House of Commons 

2016b). Attempts to establish the precise identities of theological mentoring providers, 

however, have generally fallen on stony ground. In a number of coordinated Freedom of 
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Information Requests (FOIRs) to local authorities, the standard response has been that details 

about such providers and cases are exempt from release on national security grounds.12   

Of course, there is clear logic in why this may be the case, in that these providers are working 

in controversial territory and release of their identities could subject them to intimidation or 

vilification by those with an aspiration to undermine or effect the demise of the strategy. At 

the same time, concerns noted in the 2009 Communities and Local Government select 

committee inquiry that the government may be trying to develop notions of “good Islam” and 

“bad Islam” may be exacerbated by the state-sanctioning of specific theological intervention 

providers, when, in the committee’s view, it might be better for the state not to dabble in 

theological matters at all (House of Commons 2010:64).  Furthermore, anything that smacks 

of obfuscation by the government in response to queries in this area can be leapt upon by 

groups such as Cage in developing the narrative of the state as totalitarian and repressive, and 

engaged in a sinister re-engineering of religious ideology.   

Extremism, radicalization and Identity Theory 

The key area of analysis in this context concerns the interplay between micro- and macro-

levels of identity construction. Applying these to security allows us to ask such questions as 

whether individuals become violently extreme through processes specific to themselves as 

individuals (an essentially “bottom-up” perspective) or whether grander societal processes of 

radicalization and recruitment by leaders and organizations are paramount (a “top-down” 

perspective). In addressing this question, this analysis will follow the core tenets of Stryker’s 

(2008) structural symbolic interactionism, which stresses the symbiotic relationship between 

individual and society. However, while it is accepted that no individual can operate completely 

in a vacuum and is the product of his or her environment and history, it is also postulated here 

that every individual’s journey into violent extremism is specific and context-bound. This 

inevitably reduces the significance – while not ignoring the effect completely – of top-down 

actors in the process.   

This potentially feeds into security policy in such areas as citizenship, and proscription of 

certain ideas and organisations, but a further factor is highly significant. This is the question 

of whether the radicalization of an individual from a moderate or secular starting point 

through to a position of contemplating a violent act is an identifiable and uniform process. 

Perhaps more important is the question of whether such a process is driven by certain actors, 

                                                           
12 See Coventry City Council (2016) as one example of many 
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such as populist or religious leaders or spokespeople,  or by the actions of certain individuals 

or organisations, such as the spreading of extremist propaganda through social media, for 

example. If this is taken to be the case, then the problem starts to look more like one of 

ideological subversion rather than just one of the perpetrating of violent criminal acts by 

selected individuals. In large part, this is again the top-down versus bottom-up debate: 

specifically, is radicalization a top-down process whereby vulnerable individuals are drawn 

along a particular ideological pathway into contemplation of violent acts, or do individuals 

decide they want to become violent and then seek out an ideological hook on which to hang 

their actions? If the latter is more often the case, then this is a largely social and individual 

problem. If we take a top-down approach, however, then the range and nature of actors 

involved in the process and the nature of appropriate security policy to combat them will be 

very different.  

Muhammed Sidique Khan was the leader of the group of four individuals that detonated 

bombs in London in early July 2005. His story, in many ways, typifies the range of issues and 

questions at issue here. Born in Leeds in 1974 to a family that had migrated from Pakistan, 

Khan grew up as a seemingly ordinary young British man, successfully pursuing a degree in 

Business Studies and a subsequent career as a youth worker. Somewhere along the way, his 

life took a perplexing turn that ended with his detonating a bomb on an underground train 

that killed himself and six others, and wounded dozens of fellow passengers. Two months 

after the attacks, a pre-recorded video appeared on the internet in which Khan delivered a 

chilling prophecy about the act he was to undertake and its supposed justification. In a strong 

Yorkshire accent, he said:  

I'm going to keep this short and to the point because it's all been said before by far more 

eloquent people than me. And our words have no impact upon you, therefore I'm going to talk 

to you in a language that you understand. Our words are dead until we give them life with our 

blood.  

I'm sure by now the media's painted a suitable picture of me, this predictable propaganda 

machine will naturally try to put a spin on things to suit the government and to scare the 

masses into conforming to their power and wealth-obsessed agendas. I and thousands like me 

are forsaking everything for what we believe. Our driving motivation doesn't come from 

tangible commodities that this world has to offer. Our religion is Islam - obedience to the one 

true God, Allah, and following the footsteps of the final prophet and messenger Muhammad... 

This is how our ethical stances are dictated.  
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Your democratically elected governments continuously perpetuate atrocities against my 

people all over the world. And your support of them makes you directly responsible, just as I 

am directly responsible for protecting and avenging my Muslim brothers and sisters. Until we 

feel security, you will be our targets. And until you stop the bombing, gassing, imprisonment 

and torture of my people we will not stop this fight. We are at war and I am a soldier. Now you 

too will taste the reality of this situation (BBC 2005).  

There are a number of questions here. Firstly, the language is clear in its identification of “us” 

and “them”, with the former defined as the Muslim ummah and the latter identified as 

members of democratically elected British society (remembering that Salafi thinking rejects 

the supposedly corrupting impetuses of Western democracy). In Khan’s context, this is 

confusing and perplexing since he had himself been born and raised within British society, 

and, indeed, worked with fellow Britons in a caring capacity as a youth worker. That aside, 

there is a sense here that a form of global Islamic identity differentiates from and violently 

cuts across British national identity. Khan directs himself squarely at the British or indeed 

wider Western public as “you”, assuming it is they who would be watching the video 

afterwards and considering his words.  

As seems to be always the case in such situations, family members and friends around Khan 

expressed complete surprise and shock that he had gone down the pathway of violent 

extremism and moved so far away from being a law-abiding British citizen. If taken at face-

value, this means his transformation from one identity to another (that is, his pathway of 

radicalization) must have been obscure and covert, hidden from the attentions of most of 

those around him. Much speculation was subsequently voiced about how this process had 

worked. Trips to Pakistan, for example, in which Khan and one of his accomplices, Shehzad 

Tanweer, had disappeared from view for several weeks, were assumed to be the mechanism 

by which the two men secretly visited terrorist training camps and made contact with 

members of Al Qaeda. Indeed, the author has argued elsewhere that such a causal link 

between these visits to Pakistan and the likelihood of formal, organized and directed episodes 

of terrorist training makes complete logical sense (Richards 2007). 

And yet, there are many unanswered questions more than ten years on from the attacks, the 

answers to many of which probably died with the bombers. The top-down versus bottom-up 

question in the radicalization debate still exists, despite the very extensive information that 

was unearthed about Khan and his associates after the attacks. On the direction issue, for 

example, while we know that there are certainly militant Islamist training camps in the remote 
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mountains between Pakistan and Afghanistan, many of them operated by Kashmiri militant 

groups such as Lashkar-e Toiba (LeT), we still do not know with absolute certainty whether 

Khan and Tanweer visited such camps, and if so, what they did there. It is still possible that 

there was little or no actual substantive contact between the bombers and organizations in 

the region. 

For Shiv Malik, who spent some time in Khan’s home town conducting research for a BBC 

documentary entitled “My Brother the Bomber”, the answers seemed clear. Khan’s actions 

were a Durkheimian “egotistical suicide”, which is “caused by a person feeling disconnected 

from society” (Malik 2007). Questions of identity were central to the story, at both macro and 

micro levels. In particular, “frustration” was born not only from a sense of disconnection from 

wider British society, but perhaps more importantly in this case from a disconnect between a 

modern, metropolitan and place-less expression of Islamic identity and the very traditional 

and place-specific cultural worldview of older generations within the community. “Whose 

culture and values do you affiliate with”, asked Malik: “Those of your parents or of your 

friends? Those of your community or of your country?” (Malik 2007) 

In this sense, the micro-level factor of personal identity formation may be just as important, 

if not more so, than macro-level processes of ideology and grand politics. Where these two 

dimensions intersect is of critical importance to security policy.  

In the post-Cold War era, of course, the emergence of de-centred, global terror movements 

such as Al Qaeda have cast doubt over the centrality of solidly structured organizations in the 

sense of a Hamas or IRA, and led to theories about people being drawn more by an ideology 

than an organization as such. Debates around the emergence of “lone wolf actors” have led 

to the “leaderless jihad” thesis of Sageman and others, which have a critical bearing on the 

formation of contemporary security policy in Europe and elsewhere. I would argue, however, 

that this shift in terrorist strategy does not necessarily have a major bearing on our 

understanding of terrorism, if we take a bottom-up approach led by identity theory. Whether 

an individual decides to undertake a violent act by formally joining a structured organization, 

or whether they do so in the name of such an organization (as often seems to be the case 

currently in the context of ISIS in Syria, for example) does not necessarily matter to the process 

that leads that individual to decide to undertake a violent action in the first place. It is merely 

that the channels of mobilization are different. In a sense, this may be just the terrorism of 

the information age.  
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In the context of contemporary terrorism, there is an interesting question about what “group” 

means and how far it is becoming synonymous with an over-arching ideology in an 

increasingly de-centred and globalized world. As discussed, many recent terrorist attacks most 

probably have entailed little if any contact between the protagonists and any particular formal 

organization as such, even if the attacks could be carried out in the name of particular 

organizations and could be claimed by such organizations afterwards. This does not, however, 

mean that the individuals in question do not feel some sort of identity affiliation with a wider 

community, even if it is as amorphous as the ummah to which Muhammed Sidique Khan 

claimed affiliation when he carried out his attack against his fellow citizens in London in 2005.  

In this sense, how an individual feels about his or her identity and values may be much more 

important than any physical or actual factors. This brings us to one of the most important 

elements of contemporary identity theory, which has become a normative epistemological 

construct across many strands of social science in recent times, namely that of performativity.  

A Nietzschian philosophical approach would remind us that “there is no ‘being’ behind the 

doing…doing is everything” (Nietzsche 1956:178-9). Thus, we are defined not by what we are, 

but by how we act. Within identity theory, the origins of the performative turn came actually 

not from analyses of national or ethnic identities, but rather from gender studies. Margaret 

Mead’s seminal 1935 study of Papua New Guinea tribes, published as “Sex and Temperament” 

(Mead 1963/1935), made the ground-breaking suggestion that gender roles within society are 

entirely manufactured and not essentialist. Writing in the 1990s, Judith Butler took this idea 

comprehensively forward. In her 1993 book, “Bodies that Matter”, she asserts how the 

statement by the nurse in the delivery suite that “it’s a girl” is a key “speech act” which 

immediately prescribes a set of norms and behaviours for that person within the social 

context. This essentially sets the course of that new person’s life forever thereafter (Butler 

1993:232).   

Whatever the merits of this idea in the gender context (and there are many who strongly 

oppose Butler’s thesis for its reductionism13), the point is made that role-identities are heavily 

related to societal norms, and that conforming with those norms can be a very powerful 

influence on a person’s life.  

Many scholars in identity theory have taken forward Butler’s central notion of the relativism 

of role to develop performativity theory in identity, namely that all identities are not fixed 

                                                           
13 See for example Boucher (2006:112), who criticises Butler’s “persistent kernel of methodological 
individualism”. 
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things, but are “performed” by individuals on a daily basis. This develops an earlier strand of 

work on identity theory, which Brubaker describes as a “a shift toward a more dynamic and 

processual understanding of ethnicity, race and nation” (Brubaker 2009:29). Writing in the 

1960s, Barth, for example, developed a “transactional” model of identity, concerned with the 

display of a set of behaviours and symbols which affirm or disconfirm an individual’s 

membership of a particular group (Barth 1969:11). Similarly, those who have studied how and 

why individuals join radical and violent groups, such as Kathleen Blee, have suggested that 

there is a complex variety of ideological and personal reasons for joining an organisation. In 

the context of Far Right neo-nazi organizations, for example, motivations can include those 

who wish to validate their masculinity in a performative violent context rather than any 

strategic wish to protect their ethnicity (Blee 2007:122-3).  

Ideologies are important, but individuals become violently extreme 

There seems to be a broad consensus across the academic literature, much of it based on solid 

empirical research into the thoughts and behaviours of individuals, that the reasons why any 

one individual will turn to a pathway into violent extremism are very variable and often 

entirely case-specific. This, meanwhile, does not militate against the central principle of 

Stryker’s (2008) structural symbolic interactionism, which stresses that there is a symbiotic 

relationship between an individual’s identity formation and development, and the society in 

which he or she lives. This concomitantly means that radical groups, organizations, ideologies 

and individual ideologues are very important, as they provide the environmental conditions 

and cognitive openings for certain individuals to pursue a pathway into violent extremism in 

their quest to make sense of their lives. In many cases these processes of influence and 

recruitment will involve criminal activities, which should be prosecuted or proscribed as such. 

The important point, however, is that individuals make choices about whether or not to follow 

those groups or ideologues, and they do so in response to multiple and complex interweaving 

contextual circumstances.  

The above observation means that, in the view of this author, Prevent and related CVE 

(Countering Violent Extremism) policies should continue. Various groups, such as HUT and 

Cage, have frequently called for Prevent to be scrapped as a flawed and “toxic” policy, and 

they have occasionally gained support for such an agenda from certain influential policy-

makers. But the fact that HUT, Cage and many of their supporters are fundamentally opposed 

to the democratic system and to the participation of British Muslims in it, means that their 

criticism of the policy is fundamentally degraded.  
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From this research it appears to be the case that suggestions that Prevent is squarely targeted 

at the Muslim community and is a front for spying on the Muslim community are simply not 

accurate. It does appear to be the case that Prevent is now (if not always so in the past) 

responding in an appropriate and evidence-based way to a proper reading of security in 

contemporary Britain and to the relative priorities of different extremist threats. Within this 

practice, Far Right threats are not ignored and are not dismissed by the state as being in any 

way less important than those from Islamist quarters.  

The potential strength of Prevent is that it recognises that the process of specific individuals 

being drawn into violent extremism is something that has to be addressed by a liberal 

democratic state that prides itself on good security, but that preventive action on the ground 

should be driven by case-specific, bottom-up awareness of localized threat. This is the 

fundamental essence of the Channel referral programme and is something that any modern 

and well-developed state should be delivering in its security policy.  

It is also clear that the above description is very akin to general notions of “safeguarding”, as 

they are understood and applied in other areas of social and societal threat, with much smaller 

levels of debate and controversy.  

There were undoubtedly problems in the early days with the perception of Prevent and the 

trust in it from some Muslim communities, and it may be the case that any policy of this nature 

is almost bound by definition to create problems of a “suspect community” nature. Concerns 

across sections of Muslim communities about the programme cannot be ignored and have to 

be taken seriously. At the same time, the author’s own experience of working with local 

authorities and citizens on Prevent delivery is that a great many people in the public are not 

necessarily aware of what Prevent is and are not at all familiar with the term. For most people, 

their day-to-day interactions with local authorities are the most important factor in their 

decision-making, and these are generally conducted without any reference to particular policy 

labels or agendas.  

Where the policy has been applied using a generalized conception of “safeguarding” of young 

people and communities, and has been dovetailed with other, existing and well-established 

multi-agency safeguarding processes such as those dealing with vulnerable children or 

criminality, Prevent has often been understood, accepted and supported as an appropriate 

use of public money. Efforts to ensure that it continues to be framed and implemented in this 

way, and that it responds to over-arching factors of law and threat in a properly assessed and 

prioritized way must, I would suggest, continue. It may indeed be the case that separating-out 
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“Prevent” from the wider range of safeguarding activities is a mistake, not least since 

members of the public will not necessarily think about social problems in such clearly 

delineated ways.  

Much of the most recent analysis of terrorists in the West and their motivations has centred 

around the community of “Jihadist foreign fighters” (JFFs), who have travelled to fight with 

the likes of ISIS in Iraq and Syria. One of the most significant findings of an analysis of the 

biographies of major terrorist attackers in the West in recent years is that there is one factor 

that is strongly prevalent. While a maximum of 34 percent of attackers in a sample of attackers 

in the 2015-17 period may have been JFFs, more than 90 percent have had problems with 

involvement in violent crime prior to deciding to carry out a terrorist attack. In several cases, 

this includes experience of using firearms. The case of Omar Abdel Hamid el-Hussein, for 

example, who carried out a shooting attack in Copenhagen in February 2015 which killed two 

people, is indicative among many. Danish police indicated that el-Hussein had a history of 

involvement with violent gang-crime, and this proved to be the most important factor in his 

ability to use a firearm in an apparently jihadist attack.i   

This latter factor may take us back to the wider question of motivations for becoming a 

terrorist, and to a suggestion that specific individual identity factors may be just as important 

if not more so than grand ideologies. The great majority of individuals who carried out attacks 

in the period under review appear to have been troubled members of society with persistent 

prior involvement in sometimes violent crime, before they became demonstrably involved in 

any jihadist ideology or sentiment. This, in turn, may mean that societal problems such as 

socio-economic marginalisation may be much more important security priorities than 

involvement with jihadist groups, in the longer term structural struggle against terrorism. It 

could also mean that a focus on “radicalization” processes within the justice system should 

remain a key policy priority.  

Kathleen Blee’s findings, which focused on women who had joined Far Right movements in 

the US, found a perhaps perplexing degree of variation and happenstance in the stories of 

how individuals became drawn into such movements (Blee 2002). Stated reasons for joining 

in the selected narratives collected seemed to have little to do with a commitment to a 

particular racist ideology, and more to do with “social location”, in that individuals almost 

drifted into the movements depending on the social circles in which they found themselves. 

Blee did suggest that there was a gender difference, in that men in Far Right movements spoke 

more about ideology than the women (Blee 2002:52), but in general terms, there seemed to 
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be no single narrative or template for how and why any particular individual joined. There was 

often a sense in many of the accounts of joining an organization providing a sense of belonging 

and identity, that had previously been missing or problematic (Blee 2002:34).  Narratives were 

important in a number of ways, including an apparent tendency for individuals to construct a 

retrospective narrative around their lives in which the joining of an extreme movement “made 

sense” of events much earlier in life (Blee 2002:45). This is where individual and organizational 

narratives come together: the organization will provide a story to explain troublesome 

phenomena in society, such as socio-economic deprivation, for example; and the individual 

may choose to interpret otherwise chaotic or inexplicable turns of events in their own lives in 

the context of the offered narrative. Suddenly, everything makes sense. If Blee’s observations 

can be taken to apply to the wider concepts of extremism and radicalization in the 

contemporary environment, then an avowedly bottom-up analysis and approach would seem 

wholly appropriate.  

 

 

i Chris Green and Richard Orange, “Copenhagen shootings: Suspected gunman Omar Abdel Hamid El-
Hussain was a Danish national with a history of gang violence,” The Independent, 15 February 2015. 
http://www.independent.co.uk/news/world/europe/copenhagen-shootings-suspected-gunman-
omar-abdel-hamid-el-hussein-was-a-danish-national-with-a-10047741.html  
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